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MEMORANDUM FOR: Executive Director 


FROM: 
Director of Security 


SUBJECT: Industrial Security Seminar 
21-22 January 1982 


1, As indicated earlier, the Office of Security is hosting 
the first of several planned Industrial Security Seminars at 
Headquarters on 21 and 22 January 1982, The attendees will 
represent 18 firms with a contractual relationship to the Agency. 
In this instance the participants are responsible for national 
programs sponsored by the Office. of Development and Engineering 
(ODGE). <A list of attendees is attached for your information. 

2. General sessions will be held in Room GA-13 on both days 
and you are invited to speak to the group at the opening session on 
Thursday, 21 January. Thirty minutes are reserved for this purpose 
peoian ing at 0915 hours. A possibic theme could include the 
following: | 

e ‘ Considerable progress has been made in the 

4 years since attention was focused on industrial 

security as a consequence of the Boyce/Lee espionage 


case. 
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e The Industrial Polygraph Program is a note- 
worthy accomplishment and is believed to be a significant 
enhancement to our overall security program, 

e The threat remains. . Classic espionage efforts 
have increased alarmingly and with some known success. 
Foreign influence, even ownership, iS an increasing problem. 
Most importantly - technology loss.- recently termed 
"hemorrhaging" and very much a national problem. Regardless 
of the methodology involved; i.e., foreign espionage, 
industrial espionage or simply inadvertence, the resulting 
‘damage to national security is the same. 

® Problems remain. The difficulties and especially 
the costs associated with any.security program are recognized, 
Requirements. frequently outpace formal regulations and guide- 
lines and new guidelines invariably need to be modified or 
interpreted, According to the agenda, you will be dealing 


with several of these problems during this conference. 


e Everyone associated with the CIA Industrial Security 
Program throughout this troubling period has been impressed 
and encouraged by the support and cooperation received 
Ever their colleagues in private industry. 
3. The Industrial Security Seminar agenda includes a social 
gathering in the Executive Dining Room from 1730 to 1930 hours on 


21 January, and you are cordially invited to attend. 
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0915 
0945 


1200 


1330 
1430 


1600 


1700 


1930 


First Day 


Introductory Remarks by the Director of Security 


Remarks by the Executive Director, Central STAT 
Intelligence Agency 


The Industrial Security Audit Program J 


Workshop forum with moderators and contractors 
expressing areas of concern, views for program 
improvement, and program methodology. 


Lunch 


Counterintelligence fs ~ STAT 


Presentation and discussion on current counter- 
intelligence problems affecting industry. 


Information Systems Security | STAT 
Presentation and discussion concerning the computer 


security threat and to explain the current security 
requirements regarding Information Systems Security. 


TEMPEST 


Cocktails in the Executive Dining Room 
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0900 - 1100 
1100 - 1230 
1230 - 1400 
1400 - 1500 
LSO0%s. Te1s 


Second Day 


Security Manuals for the Pr j iti 
Compartmented Information 


Workshop forum with a moderator and panelists to 


address the (April 1981) Physical Security Standards 


for Sensitive Compartmented Information Facilities. 
Panelists will also discuss the existing SCI manuals 


from the contractor's view. 


Personnel Security Program 


STAT 


Industrial Approvals and Aceesses[ STAT 


Presentation and discussion on investigative 
procedures and the adjudication process. 


Industrial Polygraph Progranf 


Presentation and discussion concerning the 
use of the polygraph at industrial: contractors, 


Lunch 


A forum with moderator and panelists discussing 
stipulated contract security requirements such 
as award fees and incentive awards to the contractor. 


Concluding Remarks by the Director of Security 
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